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INTRODUCTION

Research ethics as a topic of both public and 

scholarly debate tends to (re)surface when 

things go wrong. The history of research 

ethics could be told in our mistakes, and our 

collective attempts to learn from them. 

Ostensibly, we can start that history from the 

dehumanizing experiments of World War II, 

the Tuskegee syphilis study, and Stanley 

Milgram’s groundbreaking yet disturbing 

research into human behavior. It can be said 

that (the reveal of) these mistakes led to the 

UN Declaration of Human Rights (1948), the 

Nuremberg Code (1949), the Declaration of 

Helsinki (1964), and the Belmont Report 

(1979); meant for protection of human sub-

jects in biomedical and behavioral research; 

and continuously relevant in ethical manage-

ment of most research happening with people 

today (see Mertens, Chapter 3, this volume).

Following the breadcrumb trail of research 

ethics failures through decades, we could 

tentatively add the uproar following the 2014 

publication of the Facebook ‘emotional con-

tagion’ study (Kramer et  al., 2014) to the 

list. It meant researchers altering 689,000 

Facebook users’ news feeds to explore how 

exposure to emotional content influences 

what they posted. In May 2016 a student 

researcher leaked the data of 70,000 users of 

OKCupid (a dating platform), claiming he did 

so for the benefit of the scholarly community 

(Resnick, 2016). This indicates that while we 

may have learned from our past mistakes, and 

our newer ones may cause comparatively less 

harm, research ethics needs constant reflec-

tion. Neither the phenomena we study, the 

contexts we study them in, nor public percep-

tions of what is permissible are static.

The fact that an increasing amount of 

(social) research happens on, about, or with 

the help of the internet only complicates 

matters. While there is no consensus on 

the topic, compelling arguments have been 

made about the ethical specificity of digital 

context (Markham and Buchanan, 2015). 

Beaulieu and Estelalla (2012) even claim that 
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internet research means a certain remediation 

of research practices, and thus a transforma-

tion of research objects, tools, and relations. 

Concurrently, digital research brings together 

a plethora of scholars with what can be dia-

metrically opposing methodological, para-

digmatic, epistemological, and ontological 

training and worldviews. Studies by scholars 

who consider themselves internet research-

ers coexist with experimental, correlational, 

and observational studies conducted online 

simply because it is convenient (Merriman, 

2015; Tolich, 2014). This makes it quite dif-

ficult to agree on the need for, and content of, 

reasonable practices and sufficient standards 

for research.

In what follows, I outline some of the 

more persistent ethical issues that scholars 

involved in digital research face. Classic 

ethical concepts like informed consent, con-

fidentiality, anonymity, privacy, publicity, 

and harm can be difficult to operationalize 

in a socio-technical context that is persistent, 

replicable, scalable, and searchable (boyd, 

2010). In daily lives we often interact with 

software, interfaces and devices in ways 

that turn what we are used to considering an 

‘interactional context’ into an ‘active partici-

pant’ (Markham, 2013). Scholars partaking 

in digital research, therefore, often find them-

selves faced with a lot of gray areas. Their 

individual sense of what is right and wrong; 

their discipline’s conventions; the legal and 

institutional conditions of approval; and the 

competition for professional relevance in a 

world where a lot of research is undertaken 

by private companies like Facebook, may at 

times clash or collapse.

CHANGING DISCOURSES ABOUT 
THE INTERNET, SOCIABILITY, AND 
RESPONSIBILITY

Before moving on to ethics in digital qualita-

tive data collection, I want to briefly address 

some of the current thinking on online 

interactions and sociability, particularly from 

the perspective of responsibility. Such dis-

courses feed into and filter trending attitudes 

in research ethics.

Jose van Dijck (2013) offers a compel-

ling theory of social media-driven changes 

in various social norms in her book The 

Culture of Connectivity: A Critical History of 

Social Media. For instance, the meaning and 

the norm of ‘sharing’ has, according to her, 

markedly shifted during the past decade. The 

coded structures of social media platforms 

like Facebook (see Ditchfield and Meredith, 

Chapter 32, this volume) impose buttons like 

‘Share’ as social values. These ‘have effects 

in cultural practices and legal disputes, far 

beyond platforms proper’ (van Dijck, 2013, 

p. 21), but are alarmingly ambiguous in their 

meaning. In the example provided by van 

Dijck, sharing connotes both users distribut-

ing their own information to each other, as 

well as the sharing of that personal informa-

tion by service providers with third parties 

(2013, p. 46). Similarly, Markham (2016,  

p. 192) points out that sharing has become 

the ‘default relationship between the self and 

technological infrastructures’, which dis-

cursively naturalizes the massive harvesting 

and storage of personal data by platforms. 

Markham (2016, p. 194) goes on to point out 

the dangers of the ‘this is just how the inter-

net works’ discourse, which frames privacy 

as an individual burden, and removes ‘agency 

from corporate interests, platform designs, 

and algorithmic activities that, in fact, quite 

powerfully and actively mediate how one’s 

personal activities online become public and 

publicly available’.

These discursive and attitudinal shifts 

operate in a context where, despite Facebook 

CEO Mark Zuckerberg’s attempts to con-

vince us that our need for privacy indicates 

an unhealthy desire to hide something 

(Kirkpatrick, 2010a) or is perhaps a relic 

of the past (Kirkpatrick, 2010b), more than 

half of American social networking site users  

(58 percent) have changed their main site’s 

privacy settings to only be accessible to 
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friends (Madden, 2012). Practically, it does 

little to limit non-friends’ access to much of 

our interactions on the site. Our comments 

on our friends’ posts are governed by their 

privacy settings, not our own; and our friends 

get notifications of our comments on our 

other friends’ posts, even if they are not them-

selves connected. It is not surprising then, 

that nearly half of social media users feel 

that managing their privacy controls is diffi-

cult (Madden, 2012), and they ‘have limited 

control over how their data is used online’ 

(Microsoft Trustworthy Computing, 2013). 

Yet, paradoxically, users also feel they are 

solely responsible for their privacy online (40 

percent of all Europeans and 46 percent of all 

Americans, Kügler, 2014). Understandably 

this tension leads to the (American) pub-

lic trusting Facebook even less than they  

trust the IRS or the post-Snowden NSA 

(boyd, 2016).

Additionally, the legally and morally dubi-

ous model of ‘effective consent’ (disclosure 

via terms of service agreement) has become a 

de facto standard in the industry (Flick, 2016, 

p. 17) and again operates by assigning respon-

sibility to individual users instead of corporate 

players (2016, p. 20). Facebook’s data policy 

(last revised January 30, 2015), for example, 

reveals that we have all agreed to them col-

lecting information about what we do on the 

platform, what others do (sending us mes-

sages, uploading images of us), the constel-

lations of people and groups around us, our 

device use (including geolocation), payments, 

third party websites and apps that we use that 

use Facebook services (e.g. when you log 

on to Slideshare using Facebook), informa-

tion from companies we use that are owned 

by Facebook (i.e. Instagram, Whatsapp)  

and finally, and perhaps most eerily, about us 

and our activities ‘on and off Facebook from 

third party partners’, which might as well 

encompass one’s entire web usage.

These troubling shifts in discourse of indi-

vidual responsibility can be detected in the 

social research community itself (cf. Flick, 

2016, or boyd, 2016, on lack of scholarly 

consensus regarding the ethical aspects of the 

aforementioned Facebook emotional conta-

gion study, and Weller and Kinder-Kurlanda, 

2015, for social media researchers’ attitudes 

toward ethics in social media research). 

Researchers are having a hard time agreeing 

on what data is public and what data is pri-

vate, and how publicly accessible data should 

be treated. Debates over boundaries and best 

practices of internet research ethics are ongo-

ing (Flick, 2016; Markham and Buchanan, 

2015; Mauthner et al., 2012). Various profes-

sional organizations – Association of Internet 

Researchers (Markham and Buchanan, 2012); 

the Norwegian National Committee for 

Research Ethics in the Social Sciences and 

the Humanities (NESH, 2014), The SATORI 

Ethics assessment in Internet Research Ethics 

(Shelley-Egan, 2015) – urge researchers to 

ask themselves those difficult questions, while 

increasingly realizing that the ‘ethical guides 

of traditional disciplines are of limited useful-

ness’ (Beaulieu and Estalella, 2012, p. 10).

DIGITAL QUALITATIVE DATA 
COLLECTION

Qualitative data collection on/in/through the 

internet is wide and varied, and as mentioned 

above, used by scholars from different disci-

plinary backgrounds. A brief look at the con-

tents of this very Handbook reveals interviews 

(see Roulston and Choi, Chapter 15, this 

volume), focus group discussions (see 

Morgan and Hoffman, Chapter 16, this 

volume), observations (see Wästerfors, 

Chapter 20, this volume); and collection of 

textual, visual, audio and media data for nar-

rative (see Murray, Chapter 17, this volume), 

conversation (see Jackson, Chapter 18, this 

volume), and discourse analyses (see Rau 

et al., Chapter 19, this volume) or performa-

tive ethnographies (see Denzin, Chapter 13, 

this volume). All of these can and are success-

fully conducted online and/or about internet-

related phenomena. Our everyday lives weave 
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through mediated and non-mediated con-

texts, thus delineating data collection by its 

digitality is problematic at best (for a persua-

sive complication of the online–offline divide 

in qualitative inquiry see Orgad (2009), and 

following responses by Bakardjieva (2009), 

and Gajjala (2009); see also Fielding, 

Chapter 37, this volume). Hence, it may be 

more sensible to focus on which internet-

specific tensions arise in various methodo-

logical steps of qualitative data collection. 

After all, as Markham (2006) astutely points 

out, all of our methods decisions – from 

asking questions and defining field bounda-

ries to interpreting data – are, in fact, ethics 

decisions (see also Mauthner et al., 2012, for 

a distilled discussion on what our methods 

‘do’ ethically; see also Mertens, Chapter 3, 

this volume).

This approach shifts our focus from the 

collectables – from what we gather and cre-

ate as data – to the process. We start thinking 

less about whether something was ‘publicly’ 

accessible and hence fair game to be grabbed 

and analyzed, and more about whether the 

fact that we can technically access it automat-

ically means we should. Reviewing contribu-

tions from the early 2000s Eynon et al. (2008, 

p. 27) point out that, while digital research 

is not ‘intrinsically more likely to be harm-

ful than face-to-face methods’, it can make it 

more difficult to evaluate risks of harm, and 

complicate judging participants’ and wider 

publics’ reactions to research. Analytically, 

this can be linked to the internet’s affordances 

for human sociability – the fact that much of 

what used to be ephemeral in our  everyday 

lives has become visible and traceable, often 

in ‘forms divorced from both the source and 

the intended or actual audience’ (Markham, 

2011, p. 122; see also Markham, Chapter 33, 

this volume). Thus, while social media 

affordances of persistence, replicability, 

scalabilty and searchability (boyd, 2010) 

allow researchers unprecedented access to 

aspects of meaning-making or identity con-

struction; they are also tinged with ambigui-

ties of whether, what for, when, and for how 

long these processes should be observed, col-

lected, and preserved for the sake of research.

CONTESTED CONCEPTS

Typically the focus of research ethics, as 

outlined in various declarations, acts, and 

guidelines, is on maintaining beneficence 

(minimization of harm and maximization of 

benefits), respect, and justice for people 

involved (Markham and Buchanan, 2012; see 

Mertens, Chapter 3, this volume). How these 

are translated into actual research practices 

(e.g. seeking informed consent or manipulat-

ing data for confidentiality, anonymity or 

privacy) in digitally saturated contexts con-

tinues to be an issue of significant debate. In 

the following I will describe some of the 

resurfacing complications surrounding these 

concepts.

Human Subjects Research

The ‘human subjects model’ can be consid-

ered a reaction to the harmful medical and 

experimental research conducted in the first 

half of the twentieth century, and is built on 

the concepts of confidentiality, anonymity, 

and informed consent; all derived from the 

basic human right to privacy (Eynon et  al., 

2008). While there are different approaches 

to what exactly counts as human subjects 

research, a typical definition focuses on 

interaction between the researcher and the 

participants, and the traceability of collected 

data to individuals (Walther, 2002). While in 

the earlier years of digital research there 

were some who advocated for considering 

online data text (White, 2002), it has become 

more common to be cautious, when estimat-

ing the ‘humanness’ of any data. This is more 

complicated in research where the unit of 

analysis is not a person, a group of people, or 

human behavior, but perhaps a malicious 

software attack, or density of a social 
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network. Scholars may, in these cases, claim 

exemption from the human subjects model 

and the related ethics board review (Dittrich, 

2015). However, as pointed out in the AoIR 

ethics guidelines:

because all digital information at some point 

involves individual persons, consideration of princi-

ples related to research on human subjects may be 

necessary even if it is not immediately apparent 

how and where persons are involved in the research 

data. (Markham and Buchanan, 2012, p. 4)

Informed Consent

The idea of informed consent is grounded in 

principles of individual autonomy and benef-

icence. Broadly, it means that researchers 

commit to giving detailed information on the 

purpose, duration, methods, risks, and bene-

fits of the study to participants, while partici-

pants have an absolute right to withdraw at 

any time (Marzano, 2012, p. 443).

The concept has a long history in medical 

and bioethics, where it is seen as an oversight 

mechanism to guarantee that research prior-

itizes participant welfare. Most ethics boards 

require that all research projects they deem 

human subjects research incorporate informed 

consent, or explicitly apply for an excep-

tion. Decisions over the need for, and type of 

informed consent procedures are based on the 

assumed steepness of risks. The more risk, 

the more formal (i.e. a signed form instead 

of an oral agreement) the informed consent 

process needs be. Risks are considered higher 

with research involving sensitive data or vul-

nerable participants, neither of which are as 

unproblematic as they may seem (cf. Egan 

et al., 2006, for a study where research par-

ticipants with brain injuries found an ethics 

committee’s ideas about their vulnerability 

patronizing and unhelpful). Exceptions tend 

to be given when risks of participating in 

the study are seen as minimal, for example, 

because of aggregation of data that is claimed 

to make it impossible to identify individual 

participants (cf. Zimmer, 2010, for how this 

as an assumption has backfired in the case of 

aggregated data collection from Facebook; 

see Ditchfield and Meredith, Chapter 32, this 

volume) and/or when research is not consid-

ered human subjects.

There are multiple tensions that arise when 

addressing the suitability of the informed 

consent model for digital research. On the 

one hand, there are worries that the medi-

ated context makes it more difficult for the 

consent-seekers to ‘determine autonomy, 

competence and understanding, and for con-

senters to understand the ramifications of 

the disclosure’ (Flick, 2016, p. 17). On the 

other hand, it is quite common to claim that 

some spaces online can be considered public 

domain, and thus everything posted there can 

be considered ‘naturally occurring data’ (see 

Potter and Shaw, Chapter 12, this volume) 

and used without seeking any kind of explicit 

consent (cf. Rodham and Gavin, 2006, on 

informed consent and using data from mes-

sage boards).

Additionally, the informed consent model 

is predicated on the expectation of research 

participants’ autonomy, competence, and 

ability to understand risk; and assumptions of 

it being possible for researchers to imagine 

and predict future harm, including, for exam-

ple, from storing data in a cloud, or sharing 

data in a data bank. Both of these assump-

tions are increasingly challenged as well 

(Mauthner, 2012; Markham, 2015; Markham 

and Buchanan, 2015).

Finally, voices from the ethnographic 

and feminist research traditions (Lomborg, 

2012; Beaulieu and Estalella, 2012) point 

out the insufficiency and inappropriateness 

of rigid consent forms, and instead advocate 

for informed consent as a continuous nego-

tiation (Lawson, 2004); a series of waivers 

of expected and behavioral social norms 

(Manson and O’Neill, 2007); or a situated 

decision that the researcher makes by focus-

ing primarily on avoiding harm rather than 

consent per se (Markham and Buchanan, 

2015). These approaches seem to be backed 

by studies about research participants’ 
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expectations toward the research process. 

Lewis and Graham (2007) found that par-

ticipants reacted unfavorably to the idea of 

written consent, and were more interested 

in naturalistic, authentic approaches to 

information-giving.

Public or Private?

One of the more heated debates pertaining to 

digital research ethics is about what kinds of 

spaces, interactions, and data should be con-

sidered private, and which can be considered 

public. As Baym and boyd (2012, p. 322) 

point out, social media, thanks to its architec-

ture and affordances, exponentially increases 

the potential for visibility and public engage-

ment, thus requiring new skills and new 

mechanisms of control.

It is enticing to focus on the technical 

accessibility of information and define the 

internet as a vast public sphere. Categorizing 

it as such would seemingly release research-

ers from the difficult choices of making their 

presence known or seeking consent. This line 

of thinking is well illustrated in the following 

quote:

it is important to recognize that any person who 

uses publicly available communication systems on 

the internet must be aware that these systems are, 

at their foundation and by definition, mechanisms 

for the storage, transmission, and retrieval of com-

ments. While some participants have an expecta-

tion of privacy, it is extremely misplaced. (Walther, 

2002, p. 207)

I would draw a parallel between the logic 

above and me saying that anyone traveling in 

the city must be aware that cars stop for 

pedestrians at lights and zebras. While it may 

be ‘misplaced’ for a person to cross ran-

domly, I would not run them over based on 

my assumed right of way. Fortunately, an 

increasing number of social media research-

ers are less preoccupied with what people 

‘must’ be aware of, and instead recognize 

that people and groups have particular expec-

tations toward the privacy and publicity of 

their interactions no matter what their set-

tings are (Bakardjieva and Feenberg, 2000; 

Ess and Jones, 2004; McKee and Porter, 

2009; Sveningsson-Elm, 2009; Nissenbaum, 

2010; Markham and Buchanan, 2012; 

Robards, 2013; Ess, 2014; Fileborn, 2015).

However, already a decade ago some 

authors (Barnes, 2006; Acquisti and Gross, 

2006) noted a ‘privacy paradox’, where peo-

ple claim they value privacy, yet their online 

practices seem to be counterproductive to 

maintaining it. A recent study from Hargittai 

and Marwick (2016) shows that while young 

adults may somewhat misunderstand risk or 

how effective particular privacy-protective 

behaviors are, these are not the sole reason 

for the privacy paradox. Rather, Hargittai and 

Marwick (2016, p. 3752) suggest that ‘users 

have a sense of apathy or cynicism about 

online privacy, and specifically believe that 

privacy violations are inevitable and opting 

out is not an option’.

Defining something as private or public 

has implications for how we assume it should 

be treated in a research context. Can we look 

at it? Can we analyze it? Can we reproduce 

it? Should we alter it for the sake of confiden-

tiality? How should we ask about using it? 

In a context, where terms of user agreements 

are entirely dictated by service providers, and 

produce accessible, user-generated content as 

a side effect, some claim that we should even 

assume that most publicity is unintended 

(Merriman, 2015). I find Donald Treadwell’s 

(2014) thinking that differentiates intent of 

publication from publicity quite helpful here. 

According to him (2014, p. 51), most internet 

content – while public in the way billboards 

are – is much closer to informal discussions, 

or thinking aloud; than to stable opinions that 

have been published with intent.

The scope of this chapter does not allow 

us to fully delve into the complexity and 

the philosophical underpinnings of the con-

cept of privacy, but Helen Nissenbaum’s 

widely cited work (2004, 2010) is an excel-

lent source. She suggests interpreting privacy 

through the lens of ‘contextual integrity’  
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(cf. also McKee and Porter, 2009, on ‘per-

ceived privacy’, and Warrell and Jacobsen, 

2014, on ‘intended audiences’). In our every-

day lives, we all move through a plurality 

of different realms, each of which involve 

a distinct set of norms, roles, and expecta-

tions (Nissenbaum, 2004, p. 137). These 

include norms of information flow. As long 

as the information is flowing appropriately 

(Nissenbaum, 2010, p. 2) we feel our pri-

vacy to be maintained. The difficulty for 

researchers lies in operationalizing this con-

cept. Do we commit to always asking what 

people’s expectations are? This is undoubt-

edly not possible in many research situations. 

Similarly it is naïve to assume that people’s 

expectations are stable or informed.

Additionally, recent years’ key texts 

(Markham and Buchanan, 2012; Lomborg, 

2012; Markham and Buchanan, 2015) rec-

ommend ‘the distance principle’ as a mecha-

nism of thinking about privacy. The distance 

principle examines the distance between  

the researcher and the participants, but more 

importantly between data collected and the 

persons who created whatever content the 

data consists of. Through that, the potential 

for causing harm, and the appropriate course 

of action in terms of informed consent is 

assessed (Lomborg, 2012, p. 22). The smaller 

the distance, the more careful we need to be. 

Distance is considered to be smaller between 

a small sample of identifiable status updates 

and the people who posted them, than it is, 

for example, between the people who have 

tweeted and a large sample of automatically 

scraped, aggregated tweets.

Finally, in some good advice from 

Markham and Buchanan (2015, p. 6) it might 

not be all that helpful to ask if something is 

private or public in contexts, where ‘informa-

tion flow is constant and public, where people 

are always connected, or where cutting, past-

ing, forwarding, reposting, and other mashup 

practices remix our personal information in 

globally distributed, complex networks’. 

Instead, they suggest (2015) that we focus on 

people’s expectations; on the sensitivity and 

vulnerability of both people and data; and 

primarily, on the impetus to do no harm.

Anonymity and Confidentiality

Anonymity and confidentiality are classic 

promises made to research participants in 

social research, and concepts often contem-

plated together, although their focus is 

slightly different. Ethics review boards sys-

tematically require both for approval. While 

confidentiality means accessing and sharing 

personal information only as authorized by 

the person concerned (and typically includes 

assuring participants their data will not be 

accessed by anyone but the researchers), ano-

nymity is about ensuring that the person 

cannot be identified from the research data 

(Felzmann, 2013, p. 20). Typically anonym-

ity is deemed sufficiently established when 

‘personally identifiable information’ like 

names and ID numbers are stripped (for a 

discussion on the differences between the US 

and European definitions of personally iden-

tifiable information and its implications for 

anonymity, see Zimmer, 2010, p. 319).

The plausibility of either of those promises 

is questionable in a context where data- mining 

technologies can link participants to the 

‘information they produce and consume via a 

range of mobile devices, game consoles and 

other internet based technologies’ (Markham, 

2012, p. 336), and potential risks to security 

and integrity of data are manifold (Buchanan 

et al., 2011). Incidentally, it has occasionally 

been implied that internet pseudonyms, which 

participants choose for themselves, are far 

enough removed from their legal identities, 

and are thus enough to ensure confidential-

ity. This assumption creates ample difficulties 

(see Sveningsson, 2004, for a discussion on 

the necessity of protecting participants’ inter-

net pseudonyms as well as their legal identi-

ties). Similarly some researchers (Kendall, 

2002) have had experiences of their partici-

pants rejecting the anonymity researchers 

attempt to provide by changing names and 
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details. This puts the scholar in a difficult 

position between respecting and empowering 

the participants, predicting possible harm, and 

institutional demands of their IRB approval.

Beaulieu and Estalella (2012, p. 11) point 

out that for mediated ethnographies, which 

use direct quotes from the web, removing 

identifying details and assigning new pseudo-

nyms is not enough. They talk about ‘trace-

ability’ instead of anonymity, and suggest it 

shifts our focus toward ‘exposure, ownership 

and authorship’ (2012, p. 5) of content pub-

lished online. This may mean that ethnogra-

phers are simply no longer in a position to 

offer subject protection, as anonymization has 

become effectively impossible (2012, p. 12).

Alongside these discussions there are 

also questions regarding the security of data 

 storage – the format it is stored in, its loca-

tion, the duration of storage. Researchers 

are taking steps to increase security by using 

encryption, passwords, onscreen working 

methods, and tracking software (Aldridge 

et al., 2010), all of which, while helpful, are 

not guarantees of security.

Sharing and Storing  
Qualitative Data

It is more and more common for funding 

agencies and research governance institutions 

to require that researchers share their data in 

digital archives and depositories. This require-

ment can even be linked to withholding of 

final grant payments (Mauthner, 2012). 

Philosophically, it relies on an admirable 

expectation that information and research 

results are ‘public goods’, access to which is a 

basic right (Willinsky, 2006). However, it also 

implies normalization of standardized, autom-

atized and regulated data collection and stor-

age (Mauthner, 2012). This is particularly 

problematic for qualitative researchers, 

because it undermines the ontological, episte-

mological, and ethical implications of trust, 

rapport, and the dialogic co-construction  

of data – all long-standing traditions in 

qualitative inquiry. The emotional relationship 

that develops between a researcher and a par-

ticipant during some qualitative research is 

seen as creating an additional layer of ethical 

responsibility, which is, arguably, not availa-

ble when qualitative data is accessed from a 

data bank (Crossen-White, 2015, citing 

Richardson and Godfrey, 2003). Perhaps even 

more importantly, seeking informed consent 

to share qualitative interview data in an 

archive constitutes different ‘moral and onto-

logical conditions of possibility’ for storytell-

ing, which may alter the very stories we are 

told (Mauthner, 2012, p. 164). Yet, anonymiz-

ing qualitative data to the extent where it is 

shareable in good conscience, may lead to it 

losing so much of its contextual integrity that 

the scientific value of its future use becomes 

questionable (see Corti, Chapter 11, this 

volume).

Stolen and Hacked Data

Finally, a short note on using stolen or hacked 

data in research. Unfortunately, due to mali-

cious privacy hacks and failures of technol-

ogy, sets of data not intended to be publicly 

shared, viewed or researched, are regularly 

made available online. These data may offer 

interesting insights into various aspects of 

human co-existence. They may also be un-

problematically taken advantage of by corpo-

rate or individual developers, researchers, or 

journalists, thus presenting temptation for 

scholars to ‘make something good out of a 

bad thing’. Consequentialist claims that no 

further harm is coming to those whose data is 

reused, are sometimes employed to justify 

these desires. As a researcher interested in 

visual self -presentation, sexuality, and shame, 

I would have found analyzing the leaked 

images of the Snappening (thousands of 

Snapchat accounts were hacked and photos 

leaked in 2014) or the Fappening (a collec-

tion of almost 500 private pictures of celebri-

ties were leaked in 2014) quite gratifying. 

Similarly, the leaked Ashley Madison data 
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would have probably been of interest to 

scholars researching online sexual behavior, 

dating, interpersonal relations, or gender. 

What can be said about this?

While using hacked or stolen data is so 

far mostly absent from ethics guidelines, it 

is sometimes discussed among members of 

professional organizations (e.g. the AoIR 

mailing list) or at conferences. In line with 

the dilemmas described above, concepts of 

privacy and publicity are employed (the data 

are, after all, now ‘public’), as well as con-

ditions of aggregation and anonymization, 

for non-qualitative research. Because of the 

lack of published deliberations on the topic, 

I would here rely on Ben Zevenbergen’s 

email (AoIR mailing list, ethics discussion, 

October 2015, cited with permission), which 

complements this chapter’s contextual-ethics 

approach, and summarizes many of the opin-

ions voiced in that discussion. Zevenbergen 

pointed out, and I agree, that using stolen, 

leaked, and hacked data for research adds 

more unintended audiences to it, and impli-

citly condones (perhaps even incentivizes) 

the act of hacking and publishing ill-sourced 

datasets, and should thus be avoided.

MAKING CHOICES

Considering the above-described complexity, 

it is unsurprising that experts are reluctant to 

recommend clear-cut one-size-fits-all guide-

lines. Instead a case-based, inductive 

approach is often recommended. Turning ethi-

cal decision-making into a deliberative process 

during all steps of inquiry enables ‘a more 

proactive role in determining how best – on a 

case-by-case basis – to enact beneficence, 

justice, and respect for persons’ (Markham 

and Buchanan, 2015, p. 8). To illustrate, I 

offer some examples of ethics-related deci-

sion-making in digital qualitative data collec-

tion from some of my own recent projects.

I will be drawing on examples from two 

research projects – first, an ethnography 

with a community of sexy-selfie enthusi-

asts on Tumblr.com, and then, a study of 

how pregnant women present themselves on 

Instagram. In both cases people post scantily 

clad (or unclad) pictures of their bodies on 

the internet, and the data is public in terms of 

the posts being accessible to everyone (one 

needs to have downloaded the Instagram 

app in the case of Instagram, but there is not 

even a need to have an account in the case of 

Tumblr).

The research questions of the Tumblr study 

(Figure 30.1) meant I was collecting data 

ethnographically (see Buscatto, Chapter 21, 

this volume), which included talking to peo-

ple; and my data collection spanned years. 

In addition, the topic involved nudity and 

sexuality, and I was aware from my discus-

sions with the participants that they perceived 

the space as somewhat private, despite it 

RESEARCH QUESTIONS:

What do images MEAN

FOR people who post

them?

What do people DO

when they post selfies?

Why are selfies

experienced as affecting

our bodies and selves?

DATA

COLLECTION:

ETHNOGRAPHY

(INTERVIEW,

ANALYSIS OF

BLOGS ETC.)

INFORMED

CONSENT

LONG TERM

Figure 30.1 Tumblr study, research context
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being technically publicly accessible. Thus I 

approached it as sensitive data. Taking all this 

into account, my choice to ask for informed 

consent is unsurprising.

During the Tumblr study, I found myself 

particularly drawn to the ideas of the ethics 

of care. Held (2006, p. 9) has defined care 

as both a value and a practice. The ethics 

of care ideally prescribes ‘relations of trust 

and mutual respect’ (Boellstorff et al., 2012, 

p. 129), and is seen as something that goes 

beyond avoiding harm. Based on recommen-

dations in literature, I attempted to practice an 

ethics of care through dialogic consent, accu-

rate portrayal, ethical fabrication, and doing 

good. These manifested as the following:

1 Despite having solicited ‘blanket consent’ at the 
beginning of my study, I double-checked with 
participants whenever entering a new stage of 
research (‘I will now start looking at your images, 
is it still okay for me to do so?’), and when I 
wanted to include particular images in presenta-
tions or publications.

2 I kept interested participants in the loop of 
what I was doing to the data they helped me 
create via a research blog. It allowed me to do 
occasional member checks regarding some of my 
 interpretations.

3 Markham (2012) has articulated the idea of 
ethical fabrication for protecting participants’ 
privacy in contexts where public and private 
are shifting or difficult to interpret. She offers 
composite accounts, fictional narratives, and 
remix techniques as examples. I incorporated this 
idea, and devised some techniques particularly 

 suitable for visual data. I edited all of the images 
I reproduced with an IOS application that made 
them look like pencil sketches, which retained 
visual and compositional detail, while redu cing 
recognizability. I also somewhat altered the 
wording in the direct quotes from the web, doing 
reverse Google searches to make sure the altered 
text no longer (at least based on Google’s data 
crawlers’ current capabilities) led back to the 
blogs I studied.

4 While it is difficult to measure one’s beneficial 
impact on the people studied without sounding 
hopelessly pretentious, it has been my under-
standing from five years’ worth of conversa-
tions, that being a part of my research project 
has created enjoyable networks and carved 
out a space of self-reflection for my partici-
pants, which has had a therapeutic effect and 
assisted in them developing a certain sense of 
 empowerment.

The second study I want to touch on had a 

markedly different context (Figure 30.2), 

both in terms of the questions and the practi-

calities. I was interested in people’s self-

presentations through the content they had 

chosen to publish on Instagram.

The practicalities of the project only 

allowed a month for data collection, but I had 

high-level technical assistance, which meant 

I could streamline it by experimenting with 

Instagram’s API, which I had been curious 

about beforehand. Instagram doesn’t have an 

internal messaging system1 or reveal account 

holders’ email addresses, thus my only 

option of reaching out to the approximately 

RESEARCH QUESTION:

How do women present

their pregnancy on

Instagram?

DATA

COLLECTION:

ANALYSIS OF

WOMEN’S

INSTAGRAM

ACCOUNTS AND

POSTS

SHORT TIME

FOR DATA

COLLECTION

CURIOSITY

ABOUT API-S

TECHNICAL

HELP

NO INFORMED

CONSENT

Figure 30.2 Instagram study, research context
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250 accounts I included in the sample was 

by publicly commenting on their photos. I 

thought this was likely to be interpreted as 

‘creepy’, and decided against it. This meant 

either forgoing informed consent or giving 

up on the project based on an assumption 

that the users would find my analysis of their 

images ‘creepy’ as well.

Table 30.1 shows my risk analysis to 

decide whether to continue without informed 

consent. Compared to my Tumblr study, peo-

ple’s practices indicated a markedly differ-

ent perception of privacy. Where on Tumblr2 

people went to considerable length to protect 

their anonymity or, what has been called 

‘plausible deniability’ by one of my partici-

pants, on Instagram real names and locations 

were regularly posted, and people system-

atically hashtagged their content to increase 

its searchability and visibility (e.g. concise 

informative hashtags and Instagram-specific 

attention-driven hashtags like #follow4fol-

low or #like4like).

Based on the normative stances regulat-

ing pregnancy versus those policing sexually 

explicit conduct in Western capitalist socie-

ties, I decided the potential harm was much 

higher in the case of my research accidentally 

outing someone as a sex-blogger on Tumblr, 

than it was if I accidentally exposed someone 

as posting pregnancy- and family-related con-

tent from under their full name on Instagram. 

With significant unease, I thus decided to 

continue the study without informed consent, 

but tried to incorporate some of my practices 

of care developed during the Tumblr study.

a. I set up an Instagram account for purposes of 
accountability, described my study in the profile 
space, and offered an email address, where I 
could be reached (no one has emailed me, 18 
people followed me back). I followed all of the 
accounts that had made it into my sample from 
this account. To turn accountability into a pro-
cess, I used the researcher account to now and 
then go and ‘like’ some posts on the accounts in 
my sample.

b. I kept up my visual ethical fabrication techniques, 
and anonymized names and locations.

c. I ‘outsourced’ my member checks by engaging in 
regular dialog with trusted colleagues to make 
sure I portrayed these women accurately and 
fairly.

CONCLUSION

The purpose of this chapter has been to 

unsettle the approach to research ethics that 

equates it with a formalized list of rules, and 

can be seen as made dominant by the stand-

ardizing and streamlining attempts of ethics 

review boards, funding agencies, and research 

institutions today. Looking at widely used 

dictionary definitions of ethics we see that it 

may be interpreted as a consciousness of 

moral importance (Merriam Webster defini-

tion 2d) or a system of values (Merriam 

Webster definition 2a). In that case it becomes 

Table 30.1 Comparing risk and privacy for the Tumblr study and the Instagram study

NSFW TUMBLR PREGNANCY ON INSTAGRAM

PERCEPTION OF 

PRIVACY

MORE PRIVATE

names, faces, locations, tattoos systematically 

removed

no hashtags, or personalized hashtags not 

intended for platform-wide searchability

MORE PUBLIC

names, faces, locations regularly included

hashtags suitable for searchability

POTENTIAL HARM 

FOR INDIVIDUAL

SEX = MORAL PANIC

Accidental outing of participants’ sexual 

preferences and lifestyles could cause harm to 

career, reputation, and personal relationships. 

People kept their blogs hidden from most of 

their other social networks.

PREGNANCY = SOCIALLY SUCCESSFUL STATE.

Increase in social and moral capital for 

women, but are pregnant women 

vulnerable by default?

What about the possible harm to unborn 

children?
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impossible, if not absurd, to rely on an exter-

nal checklist. After all, how does one practice 

consciousness through a list of mandatory 

steps? A checklist-driven mentality presumes 

that institutional boards and individual scien-

tists are able to predict ethical issues. Yet, we 

know, even from the relatively short history 

of the internet that there may be issues 

‘“downstream” and only rise to the surface 

due to a change in Internet architecture, 

Internet norms, or even legal changes’ 

(Markham and Buchanan, 2015, p. 10).

Thus, to bring the chapter to a close, I 

would offer an anti-checklist checklist; a 

set of reminders for those planning digital 

qualitative data collection and open to the 

approach of research ethics as situated, 

responsible decision-making. These may 

serve as reminders at critical junctures in 

specific projects (Markham and Buchanan, 

2012), and hopefully shift our orienta-

tion from the past to the future (Markham, 

2015).

Our discourses about both (research) ethics and 
the internet are a result of ‘tangles of human and 
non-human elements, embedded in deep – often 
invisible – structures of software, politics and 
habits’ (Markham, 2015, p. 247). It’s important to 
interrogate our assumptions, talk to colleagues, 
read texts by scholars from different disciplines.
Despite the dominant discourse of personal 
responsibility, the technological affordances of 
networked sociality seem to leave our privacy at 
other people’s discretion much more than before. 
Just because something is technically acces-

sible and collectable, doesn’t mean it should be 
accessed and collected.
Having previous experience with internet 
research, or being an avid internet user, does not 
guarantee our understanding of other people’s 
internet use. Behavioral expectations and percep-
tions do not seamlessly translate from space to 
space and group to group.
All methods questions are ethics questions – ‘most 
basically, a method is nothing more or less than a 
means of getting something done. And every choice 
one makes about how to get something done is 
grounded in a set of moral principles’ (Markham, 
2006, p. 16). Thus, we need to consider the ethical 
implications in our methods of defining field bound-
aries; accessing participants; raising a sample; 
collecting, organizing, analyzing, and archiving 
information; representing ourselves and others 
in writing; framing knowledge; and maintaining 
professional autonomy (see Markham, 2006; and 
Mauthner et al., 2012).
We should avoid being lulled into compla-
cency by the seemingly increasing regulation of 
research ethics. We are still responsible for our 
own research, even after our ethical review forms 
have been approved (Mauthner, 2012). Neither 
the possibility nor sufficiency of informed con-
sent, confidentiality, or anonymity; the definition 
and implications of vulnerability or beneficence; 
the delineation of something as private or public; 
or what publicity indicates for research are obvi-
ous or uniformly observable in digital settings. 
Instead, they almost always depend on the 
context. Having an ethics review board approval 
and following the steps outlined in it may be a 
good start, but it does not guarantee a problem-
free research process, nor does it absolve the 
researcher from being constantly engaged.

Box 30.1 

For other recent examples where qualitative researchers describe their ethics-related decision-making in great detail 

see Bianca Fileborn’s and Stine Lomborg’s work. Fileborn (2015) used Facebook to recruit study participants, and 

experienced a loss of control over where and with whom her recruitment advertisement was shared. She writes of 

the interesting conundrum of accountability, intended audiences, and her possible roles as a researcher, when friends 

of her friends comment on her study under these shared posts.

Lomborg (2012, pp. 24–9) describes her decision-making regarding the necessity of informed consent in a Twitter- 

and blog-based research project. While all of her data were, supposedly, both public and non-sensitive, the perceived 

privacy of her informants led her to opting for informed consent.
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Granted, approaching research ethics as 

a personal pledge to be critically situated in 

all of one’s research-related decisions is not 

an overly comfortable stance. It is future 

oriented, carries an expectation of the unex-

pected, and demands a certain willingness to 

stomach uncertainty. Concurrently, we may 

claim that recurring ethics breaches indicate 

individual researchers’ lack of ability to use 

self-reflection as outlined above. But lack 

of clarity and the need for ongoing dialogue 

and adjustments in how research practices 

are taught and honed is, not exactly new or 

unfamiliar for us as scholars. We know how 

to do this. It means extending the qualitative 

inquiry’s epistemological and ontological 

sensitivity to context to study design and data 

collection. It means paying attention to what 

and how we teach.

Notes

 1  Instagram Direct did not allow starting conversa-

tions with just text at that time, so I would have 

had to send an image to reach out, and since 

these accounts were not following me, they 

would have shown up as requests not as mes-

sages.

 2  Both Tumblr and Instagram allow public and 

private accounts, the content posted to public 

accounts can be accessed without having a Tum-

blr account on Tumblr, but one has to have the 

Instagram app to be able to search the public 

content on Instagram. A viewer does not have to 

become a follower to view the public content of 

the posters neither on Instagram nor on Tumblr.
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